ITPOKYPOP PA3BACHAET

«OCTOpPOXKHO, MOILICHHUKH !>

B ycnoBusix pazsutus udpoBOi IKOHOMUKH, SJIEKTPOHHBIX IUIATEKHBIX CUCTEM
IIEPCOHAIBHBIX JJEKTPOHHBIX YCTPOMCTB U VHTEpHETA CTPEMUTENBHO BO3POCIIO
KOJIMYECTBO COBEPIIECHHBIX C UX UCTIOIb30BAHUEM MIPECTYIICHUM.

CoBepllleHHIO JTAaHHOW KaTeropuH MPECTYIUICHUH CIOCOOCTBYIOT JOBEPUUBOCTH
rpakJiaH, HEJOCTaTOYHAsi HUX OCBEJAOMIICHHOCTh U MPEHEOPEKUTEIHHOE OTHOIICHUE
K 2JIEMEHTapHBIM MpPaBUIaM O€30MTaCHOCTH.

Jist  mpeaynpexacHUs TPOTHUBOINPABHBIX JIGWCTBHM 1O  JUCTAHIMOHHOMY
XHIICHUIO JICHEKHBIX CPEACTB BAXKHO 3aIIOMHUTD CIIEYIONIEE.

Cotpynnuku 0aHka 1o TesedoHy WK B 3JICKTPOHHOM MUChME HE 3aIpaliuBaroT:

® [IepCOHANIbHBIC CBEACHUS (Cepusi U HOMEp TNAaclopTa, aaApec PEerucTpaiu,

uMs 1 paMUITUS BJIQJICIIbIIA KAPThl);

e pekBu3uUTHI, cpok neictus, [IMH- u CVV-koab1 6aHKOBCKUX KapT;

e maponu Wik koAbl U3 CMC-cooOmeHuil s moATBEpKAeHUS (PUHAHCOBBIX

oTieparfii Ik UX OTMEHBI;

e JIOTWH M TapoJib JJIs BXO/1a B JIMYHBIA KaOMHET KJIIMeHTa OaHKa.

CotpynHuku 0aHKa TaKXKe HE MPEJIararor:

® YCTAaHOBHUTH MPOTPAMMBI YIAJEHHOTO JOCTyma (WIM WHBIE CTOPOHHHUE
MPWIOXKEHUS) Ha MOOMJIBHOE YCTPOMCTBO M Pa3pelIuTh MOAKIIOUEHUE K HUM
MOJT MPEJIJIOTOM TeXHUUYECKOU MOIEPKKU (HaIpuMep, yAaJICHHUE BUPYCOB);

e nepeiitu o cepuike u3 CMC-coobieHus;

e BKJIIOUUTH Iiepeagpecalndio Ha TeledOHEe KIWEHTa [Ji COBEPIICHHS
B JaJIbHEHIIIEM 3BOHKA OT €r0 MMEHH B OaHK;

® [I0JT UX PYKOBOJCTBOM IIEPEBECTH ISl COXPAHHOCTH JICHEXKHBIC CPEIICTBA
Ha «3alUIIEHHBIE» WIN «0e30IacHbIe» CUETa;

e 3aiiTh B OHJIaliH-KaOuHET 10 cchuike 3 CMC-coobmenuss uim JIEKTPOHHOTO
IIHCHbMa.

bank MoxeT MHUIIMMPOBATH OOIICHUE C KIMEHTOM TOJBKO JUIS KOHCYJIbTAIlUH
Mo MpeAocTaBiseMbIM yciayram. I[Ipu 3TOM 3BOHKM COBEpPIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOpOHE KapThl, Ha O(HUIIMAIBHBIX CalTaX M OaHKOBCKHX
TOoKyMeHTax. MlHbIe HoMepa He UMEIOT HUKaKOI'0 OTHOIICHUS K OaHKY.

UtoObl HE CcTaTh JKEPTBOM JAUCTAHIIMOHHOTO MOIICHHHUYECTBA  CICAYeT
HCIIOIb30BaTh TOJIBKO O(HUITHATbHBIC KaHAIBI CBS3H:

e (GopMbI 0OpaTHOM CBSA3M Ha caliTe OaHKa M B MOOMIIBHOM MPHIIOKEHUH,

e Tene(OHBI TOPSYNX JTUHUT;

® TPYIIBI WX YaT-00TH B MECCEHKEpaX (€CIIM TAKOBBIC HMEIOTCS ).

BaxxHO MOMHHUTB, YTO MOOWIIBHBIC NPHIOXKEHUS OAaHKOB CIEIyeT CKAaYMBaTh
yepe3 opunraibHbie Marazunbl (App Store, Google Play u T.11.).

HeoOxoauMo yduThIBaTh, 4YTO JIep)KaTellb KapThl O00S3aH CaMOCTOSTEIHLHO
obecreunTh KOHPUICHITMATbHOCTD €€ PeKBU3UTOB U B 3TOM CBSA3U U30erath:

® [OAKIIYECHHS K 001menocTynHbmM cetsam Wi-Fi;
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e yucnonb3oBanuss [IMH- wim CVV-kogoB mnpu 3aka3e TOBapoB M YCIYT
yepes ceTb «IHTepHEeTY, a Takke 1o tenedony (paxcy);

® COOOIICHUSI HAa3BaHHBIX KOJOB TPETHUM JIMIIaM (B MPOTUBHOM CIlydae JHOObIC
orepalu, COBEPIICHHBIE ¢ UX HCIOJIb30BAHUEM, CUUTAIOTCS! BBIMOJIHEHHBIMU
CaMUM JieprKaTesieM KapThl U HE MOTYT ObITh OIIPOTECTOBAHBI).

[Ipu wucnonb3oBaHUM OAHKOMATOB OTAaBalTe NPEANOUYTEHHE TEM, KOTOPHIE
YCTaHOBJICHBI B 3aIlIUIIEHHBIX MECTaX (HAIpUMeEp, B TOCYUPEKICHUSIX, oprcax OaHKOB,
KPYITHBIX TOPrOBBIX IIEeHTpax). Ilepen ero mcmnoiapb30oBaHUEM, OCMOTPUTE U YOEIUTECH,
YTO:

® BCE OMepaliu, COBEPIIaeMbIe MPEABIIYIIIUM KIMEHTOM, 3aBEPIICHBI,

® Ha KJaBUAType M B MECTE JJIs MpUeMa KapT HET JOMOJHUTEIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEUCIIPABHOCTH U UHBIC TIOBPEIKICHHUS.

CoBepiiast ornepanuu, HE MPUCTYIIUBAUTECh K COBETAM HE3HAKOMBIX JIFOJACH
U HE IPUHUMANTE UX MOMOIIIb.

[Ipu wucnosb30BaHUM  COTOBBIX  TenepoHOB (cMapTPoHOB) cobOsromaiTe
CJIeIyIOIIe MpaBHIa;

® MpU YCTAHOBKE MOOWIBHBIX TMPUJIOKEHUN oOOpaimiaiite BHUMaHHE Ha
MOJITHOMOYHS, KOTOPBIC OHHU 3alpanivBaroT. byabTe OCOOEHHO OCTOPOXKHHBI,
€CIM TIPUJIOKECHHE TMPOCUT TpaBa Ha YTCHUE aJPECHOW KHUTH, OTIPaBKY
CMC-coo01ieHuii 1 MHBIX YBEAOMIIEHUH, OCTYN K ceTu «HTepHeTY;

® OTKIIOYUTE B HACTPOMKAX BO3MOXKHOCTb HCIIOJB30BaHUS TOJOCOBOTO
yIpaBiIeHUs MPHU 3a0JI0KMPOBAHHOM JKPaHE;

e He mnepexoauTe 1o ccbuikaM u3 CMC-yBenomileHMid, pa3IUYHBIX YaTOB
U MECCEH/KEpOB, HE YOeIMBIIUCH B WX JOCTOBEPHOCTH (Tepe3BaHUBANTE
JTIOJM MX MPUCIIABILNM);

e HE TMEPEUUCIANTE JEHEXKHBIE CpPEACTBA 3HAKOMBIM, POJICTBEHHUKAMU
U OJM3KUM JUIIaM HAa WX TMPOChOBI O TEpeBOJE JIEHEKHBIX CPEICTB
u3 CMC-yBenomieHuH, pa3JIUYHBIX 4aToB 51 MECCEHKEPOB,
HEe yOemuBIINCh B HMX  JIOCTOBEPHOCTH  (IIEpE3BaHMBANTE  JIIOIAM
UX MPUCIIABIINM);

[Ipu ©cnoNb30BaHUKM MHTEPHET-CEPBHUCOB, B TO YMCIIE JJISI MOKYIKU U MPOJaXKU

TOBapOB U OKazaHus ycayr (AButo, FOmna u T.1.) 3alIOMHUTE Pl IPOCTHIX MPABUIL:

® CHOJIb3YITE CpencTBa OOIIECHHUS], IPEIOCTABICHHBIEC IAHHBIMU CaliTaMu;

® HE MEPEeXOJWTh Ha «HHIAUBHUAYyaTbHOE» OOIEHHWE C TMOCTOPOHHUMH JIMIIAMH
C UCTIOJIb30BaHHUEM JINYHBIX HOMEPOB TeIeOHOB;

e HE I[epelaBaiiTe CBOM TMEPCOHAIbHBIE JaHHbIE, B TOM 4YHUCIA ajpec
NPOXXUBAaHUS, KOHTAKTHbIE TeJIedOHBI, OAHKOBCKHE PEKBU3UTHI M KOJIBI
MOATBEPKICHUS] OAHKOBCKUX OMEpaIUid;

® CHOJIb3YHTE TOJIBKO MOPSAOK W (OPMBI OIUIAThI, MOJY4YEHHUS TOBApOB,
IpPEeAYyCMOTPEHHbIE JAHHBIMUA UHTEPHET-CEPBUCAMH.

IIpu omnate ToBapa u ycayr B cet «HTepHEeT» (OCOOCHHO TpPH MPUBSI3KE

K pEryJisipHbIM IUIaTeXaM WM aKKayHTaMm) TpeOyeTCsi BCErjJa YYUTHIBATH BBICOKYIO
BEPOATHOCTh IME€PEX0OJa HAa NOAAEIbHBIA CAUT, CO3JAHHBIA Ui KOMIIPOMETAIMU
KJIIMEHTCKUX JAHHBIX, BKIIOYAsl TUIATE)KHbIE KAPTOUHBIE JJAHHBIE.
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JInd  MHUHUMM3allMM  BO3MOXKHBIX XMILEHUW IpU INPOBEACHUU OIlEpaLUU
C UCIIOJIB30BaHUEM ceTH «VIHTepHET» PEKOMEHAYETCH:
e 0(pOpPMHUTH BUPTYAIbHYIO KapTy C YCTAHOBJIEHUEM pa3Mepa MHAUBUAYAIBHOTO
JUMUTA, OTPAHWYMBAIOLIErO OIEpallMd, B TOM YHCIE C HCIOJIb30BAHUEM
Ipyrux 0aHKOBCKHUX KapT;

e BHUMAaTeNbHO uHTaTh TEKCThI CMC-cooOIleHHI U WHBIX YBEJOMJICHUH
C KOJIaMHU MOATBEPXKIACHUM, IPOBEPATH PEKBU3UTHI ollepanuil. Eciiv peKBU3UTHI
HE COBIAJAIOT, TO TAKOMW I1apOJIb BBOJUTH HEJIb3S.

Korma ©Gank cuMTaer coBepliaeMble OT HMEHHM KIMEHTa OIepaluu
[0JI03PUTENBHBIMU, OH MOXKET 110 CBOEH MHUIIMATHBE BPEMEHHO 3a0JIOKUPOBATH JOCTYII
k ceppucaM CMC-6anka u oHnaitH-kaOuHeTa. Eciiu onepaniuy COBEpIICHBI JIepKaTeIeM
KapThl, sl OBICTPOrO BO300OHOBIIEHUS JOCTYINA K JIEHEKHBIM CPEJCTBAM JOCTaTOYHO
MO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cnywae yrepu wium cmeHbl HOoMepa TenedoHa, MPUBA3aHHOTO K OAHKOBCKOM
KapTe, He0OX0IUMO:

® CBsI3aThCA ¢ OaHKOM A1 oTKIoueHus yeiuyru CMC-yBeioMieHus;

e 3a0JIOKMPOBATH CUM-KapTy, 0OPaTUBUIUCH K COTOBOMY OIIEpaTOpy.

[Ipy BO3HUKHOBEHHMHM MaJEHIIUX TOAO3PEHUM HACYET NPEANPUHUMAECMBIX
NOMNBITOK COBEPIIEHUSI MOILICHHUYECKUX JEWCTBUH CIEAYET HE3aMEIUTEIBHO
yBEJIOMJISITH 00 3TOM OaHK.

CobunroieHre MPUBEJEHHBIX MEP U PEKOMEHAAINil MO3BOJUT MPEIOTBPATHUTH
CJIy4au JUCTAHIMOHHOI'O XUIEHHUSI JECHEKHBIX CPEJICTB.

IIpokypatypa OKTAOPBLCKOro paiiona r. Y sl



